
In this section are restricted pages containing sensitive information.

Note: we are migrating sensitive data to our online password manager. Items moved will show:

Moved to keepersecurity.com

Active Directory (read only)

url port Bind DN password

ldap.usp.org 3278 CN=drpconn account,OU=Special Accounts,DC=HQ,DC=USP,DC=org Dru9@!c@n

Analytics and Webmaster Tools

Service login password notes

Bing Webmaster Tools usp.webteam@gmail.com Moved to keepersecurity.com For sitemap submissions, etc

Baidu 18019089553 uspchina88

Google Cloud Platform mxb@usp.org Moved to keepersecurity.com Backup billing admin for Google Developer

Google Analytics usp.webteam Moved to keepersecurity.com All google services: webmaster tools, analytics, webmail, Google Play Store, ads, etc.

Google Search Console usp.webteam@gmail.com Moved to keepersecurity.com For Sitemap submission on google

Apple ID/Google Play

Platform Purpose account
name

login password notes Security
Questions

iOS Team Agent
for RS App

Michael
Bannach

webmaster@usp.org !hAbe5ac+etup

(2FA is enabled on Mikes phone)

note: this is the USPNF Offline application password: xcwc-laoz-ypms-
tear

10 Nov 2020
Updated the CircleCi

variable, FASTLANE_APPLE_APPLICATION_SPECIFIC_PASSWORD, to
the following: udqy-nvfb-ibrm-qiom for USP-NF.

Transferred Apple Developer account
Team Agent from rsapp@usp.org

to webmaster@usp.org on August 26,

2016. Transfered to mxb@usp.org

February 2020.

Must renew Account Membership by

August 9th every year at
https://developer.apple.com/

What was your
childhood
nickname? usp
What was the first
thing you learned
to cook? aspirin
What is your
favorite sports
team? capitals

iOS Account
Owner

Michael
Bannach

mxb@usp.org personal password
(2FA is enabled on Mike's laptop)

iOS RS
Application

Teressa
Sadowski

rsapp@usp.org git What is your
dream job?

scientist
What city did your
parents meet?
Rockville
What was the
name of the street
where you grew
up? Twinbrook
Pkwy

Google
Play

RS
Application

rsapp@usp.org P@ssword18 Google Play store login. old recovery
number:
+12402748760
(Naiffer Romero,

ner@usp.org)

new recovery
number
+15712591253
(Mike's)

 (MikiOS HazRX Software

Development

softdev@usp.org yp=DvD7YPb><8!e$ Date of Birth
01/01/1980

What did you learn
to cook first?
Rice

What street did
you grow up on?

twinbrook

Google
Play

HazRX |
USP
Education
HTI

usp.webteam Moved to keepersecurity.com

AccessPoint Test Account

URL username password

registerdev.usp.org mike.bannach@gmail.com +8_L#9f1YLpUqOjU

Private

http://keepersecurity.com/
https://www.bing.com/webmaster/home/dashboard
http://keepersecurity.com/
http://www.baidu.com/
https://console.cloud.google.com/
http://keepersecurity.com/
https://www.google.com/analytics/
http://keepersecurity.com/
https://search.google.com/search-console/about
http://keepersecurity.com/
mailto:rsapp@usp.org
mailto:webmaster@usp.org
mailto:mxb@usp.org
https://developer.apple.com/
http://keepersecurity.com/


Atlassian / Puppet

Product URL directory login password notes

Bamboo, Crowd, JIRA *.usp.org Crowd atlassianadmin duk2cRU@WeHu to get in when all else fails?

Bamboo bamboo.usp.org local bamboo admin admin out of the box admin, must disable Bamboo -> Crowd SSO

Bamboo bamboo.usp.org ? bamadmin frOu&le0 did not work last time

Puppet Enterprise puppet.usp.org local admin PEadmin2017

Bitbucket & uspdevops JIRA Cloud bitbucket.org webmaster@usp.org F@asWaM7but$ username: uspupdater
Bitbucket account level variables for transitioning JIRA issues from Bitbucket:

BB_JIRA_UPDATER_TOKEN
BB_JIRA_UPDATER_EMAIL

TaskTop API: sSgKBU9LGnnWUaiaxnGN86D7

Captcha / reCaptcha

Google reCaptcha Admin Page (usp.webteam@gmail.com account)

Site Domain(s) Site key Secret key

FCC / USPNF Microsites foodchemicalscodex.org
uspnf.com

6Le2lIIUAAAAAGkpRoNTd0r6yRFhtOqB-Yzs3l0l 6Le2lIIUAAAAAGpFjCIsu1OKgycYW_0-_1eyP93w

Quality Supplements quality-supplements.org 6LdK2wcUAAAAAKsViE7_oFfFNJ1Um4C9A1zdJu6m 6LdK2wcUAAAAALbIxczd5XL1IB40XiuiMOW_C1Xg

USP.org www.usp.org, usp.org 6LfXW48UAAAAAG-ULI07LhbfOH6YD-_rPkf7WL_w 6LfXW48UAAAAAOpqL7W4MWweY8Xl1b5D-nLO_N0y

HMC hmc.usp.org 6LcM7bwUAAAAAL9PYUsayknYXtQP0_sLG6oQs18G 6LcM7bwUAAAAAMQjaDCGds_xQosePWVIJC6EEiLt

Candidates callforcandidates.usp.org 6LcC7bwUAAAAAGMjGO7kiRfVGwpDFq-2xUbD_qg4 6LcC7bwUAAAAADvZQ4OK9xevanNhc6XMXNTg2GiW

Quality Matters Blog qualitymatters.usp.org 6Lcf9LwUAAAAAHfe3KiA5aWBsXApZib2U6c8oB-h 6Lcf9LwUAAAAAERo3df3iCGVqGTlLSHNmPuc9G9T

USP 360 Salesforc www.usp360-uspharm.cs1.force.com 6LdTzd4UAAAAALdLpmqu-LY6NIroU3xB2zKVhyVw 6LdTzd4UAAAAAHS0hY36wu-np9n7GHMKuGFO0H8U

Crashlytics - Crash Reporting for Mobile Apps

App Email Password

fabric.io usp.webteam@gmail.com HVXyEC%-n-j6rA7Z

DockerHub Account

URL login password

https://hub.docker.com/ uspwebdev Moved to keepersecurity.com

Domain Names and SSL certificates

Individual SSL Certificates and Private Keys are stored separately.

Service URL login password Notes

Domain
names via
Network
Solutions

http://www.networksolutions.com/ (1)webmaster@usp.org
(2)22361949

Moved to
keepersecurity.com

GoDaddy https://www.godaddy.com/ uspwebmaster Moved to
keepersecurity.com

for usp.jobs (expires Apr 1, 2029)

My 101
Domain

https://my.101domain.com/ webmaster@usp.org Moved to
keepersecurity.com

for uspgo.to only (expires Feb 2024)

SSL Certs
Symantec
Trust center
Enterprise

https://trustcenter-

enterprise.websecurity.symantec.com/vcce/enterprise/console_login

Individual Accounts, see MXB for account creation

SSL Certs
Symantac
Trust Center
Standard
(Deprecated
Account,
Use
Enterprise)

https://trustcenter.websecurity.symantec.com webmaster@usp.org W3bT3ki3s This also has our Java code signing
certificate.

2018-03-01: To pick up your Digital ID, you
need to use the following Personal
Identification Number (PIN):
7e49001807e76d6154659cd7e368342d

Java

Keystore for

Access Point

See login.usp.org and register.usp.org n/a changeit

iStore Dev / Test Accounts

Server Application login password Notes

d4store iStore Dev webteam@usp.org pre7AphU May need to re-register if account does not exist.

You can register yourself on Dev/Test store:

http://d4store.usp.org

http://t1store.usp.org

If you register as an existing company, you can use account # "80166" and "USP Demo Customer" as the company name.

https://www.google.com/recaptcha/admin?pli=1#list
http://fabric.io/
mailto:usp.webteam@gmail.com
https://hub.docker.com/
http://keepersecurity.com/
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42861428/Domain+Names+Purchase+or+Renewals
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42862651/SSL+Certificates+and+Private+Keys
http://www.networksolutions.com/
http://keepersecurity.com/
https://www.godaddy.com/
http://keepersecurity.com/
https://usp.jobs/
https://my.101domain.com/
mailto:webmaster@usp.org
http://keepersecurity.com/
http://uspgo.to/
https://trustcenter-enterprise.websecurity.symantec.com/vcce/enterprise/console_login
https://trustcenter-enterprise.websecurity.symantec.com/vcce/enterprise/console_login
https://trustcenter.websecurity.symantec.com/
mailto:webmaster@usp.org
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42863818/Access+Point+-+SSL+certificate+configuration
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42863818/Access+Point+-+SSL+certificate+configuration
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42863818/Access+Point+-+SSL+certificate+configuration
http://login.usp.org/
http://register.usp.org/
mailto:webteam@usp.org
http://usp-confluence.hq.usp.org/display/ISCSD/Private?focusedCommentId=21202238#comment-21202238
http://d4store.usp.org/
http://t1store.usp.org/


Due to their cloning from time to time, your may need to register accounts again.

Jenkins @ AWS

Application URL user password

Jenkins jenkins.usp-cloud.org michael Moved to keepersecurity.com

Mobile Applications

Server Application URL login password Notes

hazrxd
hazrxt
hazrxp

Hazardous Drug Admin hazrxadmindev.usp.org

hazrxadmintest.usp.org

hazrxadmin.usp.org

rxadmin Umls@usp!  Password
changed

26 Jul 2018

MySQL Access

Application schema mysqlp
user | pwd

mysqlt
user | pwd

mysqld
user | pwd

Other Host
user | pwd

Contact

sparxea sparxea | sefr+2wA sparxea | rUph8spu n/a - Anthony Gray

pubsenvdb pubsenvuserprod | pJ!2AwejE pubsenvusertest | tJ!2AwejE pubsenvuserdev | dJ!2AwejE - Anthony Gray

SonarQube sonar - - - mysqld.usp.org

sonaruser | Dr7Pe=rak$qu
Abba Yadav

Systems and Servers

Server Application login password Notes

multiple Server User updater Keeper Link Pks for deploying to webfarm servers from
Bamboo: updater-key-jirap and updater-key-

dsa-jirap

1Password mxb@usp.org Master Password:&UN+5+5Ow6tHlf$L

wso2 cloud API Manager mxb@usp.org Keeper Link Has dev (uspdevelopment), test (usptesting)
and prod (usp7595) tenants

wso2 store API Manger Store softdev@usp.org ^*qeg!h5k%bZ{vTG Dev => https://api.cloud.wso2.com/store/?

tenant=uspdevelopment

Test => https://api.cloud.wso2.com/store/?

tenant=usptesting

Prod => https://api.cloud.wso2.com/store/?

tenant=usp7595

git.usp.org API Manager (subversion repo) wso2apim phou8t_E Deprecated... moved to cloud version.

http://oldwww.uspnf.com:10000/main.asp OPAS 0.0 mf password1

openldap<num>.<env>.usp-cloud.org Open LDAP cn=admin,dc=directory,dc=usp,dc=org #Ac+UfrlZIp3#D5uhOXo open ldap administration in AWS

openldap<num>.<env>.usp-cloud.org Open LDAP cn=replicator,dc=directory,dc=usp,dc=org tr4po2h+nocLy2wretrU open ldap replication in AWS

https://login.newrelic.com/login New Relic (Pro) user based. mxb@usp.org is main -- Monitoring of premium accounts, key:

9ca45ac6e1bcb1dd52593ed1217c7b2e3e1174ea

https://rollbar.com/login/ Rollbar usp va0Utr#yaxurlxethupR Monitoring of Nabu 2.  Primary email is
mxb@usp.org for now.  Plan to change to
webmaster.

https://support.sencha.com extJS softdev@usp.org CBG&}Wt6Es Sencha support for FCC online UI application

Mindbreeze remote connector SSH https://mindbreeze.usp.org:8443/admin/config ssh root@mindbreeze.usp.org Mindbreeze123$ Remote connector SSH login

Mindbreeze remote connector UI login https://mindbreeze.usp.org:8443/admin/config admin Mindbreeze123 Remote connector Admin login

System Variables

Purpose Variable Value

Subject7 test runs from Bitbucket Pipeline SUBJECT7_PASSWORD Pf(SQa.vK8g:]x8C

USP-NF Online / Nabu API Password for basicauth JENKINS_USERNAME jenkins

JENKINS_PASSWORD J3nk1N$

Third Party Integrations

Purpose Vendor Application API
Services

login password Notes

File
Management

Box
(usp.box.net)

collaborate.usp.org softdev@usp.org 5S%yZH=FYe8N67:6 Pegasus back end for Drupal "doccollab" site.

GeoIP MaxMind AccessPoint - Register 53F738F0-8C86-11E5-8CBC-
3C59F7A85BE2

QS~,GRycE;D75U{=

Address API USPS callforcandidates.usp.org 813UNITE3614 008HN48EF640 USPS_Address_API_Info.pdf

AccessPoint
email service

SendGrid AccessPoint - Register USPSendGrid smtpgateway1 Sends email for AP

http://keepersecurity.com/
http://hazrxadmindev.usp.org/
http://hazrxadmintest.usp.org/
http://hazrxadmin.usp.org/
http://mysqld.usp.org/
https://keepersecurity.com/vault/#detail/13F6HH_7eKs-l0ovAP304A
https://uspconfluence.atlassian.net/wiki/download/attachments/42861295/updater-key-jirap?version=1&modificationDate=1516309592000&cacheVersion=1&api=v2
https://uspconfluence.atlassian.net/wiki/download/attachments/42861295/updater-key-dsa-jirap?version=1&modificationDate=1516309592000&cacheVersion=1&api=v2
https://uspconfluence.atlassian.net/wiki/download/attachments/42861295/updater-key-dsa-jirap?version=1&modificationDate=1516309592000&cacheVersion=1&api=v2
https://cloudmgt.cloud.wso2.com/cloudmgt/site/pages/index.jag
https://keepersecurity.com/vault/#detail/XU_Tla1RSYMdnagHyCyR_Q
https://api.cloud.wso2.com/store/?tenant=uspdevelopment
https://api.cloud.wso2.com/store/?tenant=uspdevelopment
https://api.cloud.wso2.com/store/?tenant=usptesting
https://api.cloud.wso2.com/store/?tenant=usptesting
https://api.cloud.wso2.com/store/?tenant=usp7595
https://api.cloud.wso2.com/store/?tenant=usp7595
http://oldwww.uspnf.com:10000/main.asp
https://login.newrelic.com/login
mailto:mxb@usp.org
https://rollbar.com/login/
mailto:mxb@usp.org
http://email.sencha.com/wf/click?upn=e1WpmD2YuTnNleb6P5v9nwbFbLfCt6JWKcI7w2z-2FBmdSdJjcJE5bS-2F-2Bt1-2BKXoS12_1KD0XJsI1796EsTUxHKJOLVSTu-2FSZ9b6qkLdxQJQb25vzkLKbfmqLuktPwgbd09KXmsYsF8MuN7fw9l88sYGNevC1-2Fwtt7wJZtjcDloWhbveUD8fOo-2BL9-2FbgwUEpzygKOmZJpLoEpFwIXss4XduYH0FCkDT4hxYXvhLlVqi9U3cdq8mkOFOb8jdWox5ivhq9SdOLEfgqvXVrwS9ClT8fhg-3D-3D
https://mindbreeze.usp.org:8443/admin/config
mailto:root@mindbreeze.usp.org
https://mindbreeze.usp.org:8443/admin/config
http://usp.box.net/
https://www.maxmind.com/
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42863668/Access+Point+-+Register+Deployment
https://www.usps.com/business/web-tools-apis/welcome.htm
https://callforcandidates.usp.org/
https://uspconfluence.atlassian.net/wiki/download/attachments/42861295/USPS_Address_API_Info.pdf?version=1&modificationDate=1518553514000&cacheVersion=1&api=v2
https://sendgrid.com/
https://uspconfluence.atlassian.net/wiki/spaces/ISCSD/pages/42863668/Access+Point+-+Register+Deployment


Purpose Vendor Application API
Services

login password Notes

Drupal Module
for Azure SSO
integration

MiniOrange Intranet mxb@usp.org mLtU=UW@6uTosep38cro License Keys .csv file

Administer Licenses

Google APIs for

USP Store

Google USP Store (ecommerce)
DEV/TEST

Places API
Maps
JavaScript
API

usp.webteam@gmail.com Moved to
keepersecurity.com

API Key:

AIzaSyB8aNnXHe4j8WsHZ1yHCxHoj77HvGoLd6A

USP Store (ecommerce)
PROD

API Key:

AIzaSyDvCx29vYbK6Qw-lSHvbBf2QgIkZ8mkNe8

Google APIs (GA

Access)

Google USP Google Analytics n/a usp.webteam@gmail.com Moved to
keepersecurity.com

programmatic user:
ga-consumer@universal-torch-

312917.iam.gserviceaccount.com

private_key_id:

98c0b313719280db115ac02a0eadfe9bcd31214f

universal-torch-312917-98c0b3137192.json

Google APIs

(Places) for PQM

MedRS

Google PQM MedRS Places API
Geocoding
API
Maps
JavaScript
API

usp.webteam@gmail.com Moved to
keepersecurity.com

API Key: AIzaSyAgoLW9SeDOIfPqd87K0d-
OpyrXi0V5ylg

Google APIs for

USP MDH

USP MDH (Master Data
Hub)

Places API

Geocoding
API

usp.webteam@gmail.com Moved to
keepersecurity.com

API Key:

AIzaSyC4ABdVENld2HzVVPhMg7RJV308FiVldFE

Dev Tools

System URL login password

SonarQube appbuild.hq.usp.org:9000 admin USPSonarQube!

AWS prod/rean keys - 09/28

User AWS_ACCESS_KEY_ID AWS_SECRET_ACCESS_KEY

bitbucket-deployer AKIAZZ6KIUCFBVEPKMZK YzpkxZPaK1IRqSMCv377dxktQBQjztFEA5hizVDy

 jenkins_user  AKIAZZ6KIUCFP2Z3L4XX  L46csDVfSrt7s5VBbXllv59dX3Ja7V16e47idush

USP Homegrown Applications

Server Application URL login password Notes

internal webfarm MaRS mars.usp.org V_DSL1 password1

internal webfarm MaRS mars.usp.org mxb dRU6e3atRaC-

internal webfarm SWS venus.usp.org V_DSL1 password1

 Other IT Access

System Department User Password Notes

Miro Virtual IT PMO mxb@usp.org wR!HiH-YUYLSA9?sas8# Purchased for D&I Team 9/28/2021

https://www.miniorange.com/
https://uspconfluence.atlassian.net/wiki/download/attachments/42861295/MiniOrange_LicenseKeys.csv?version=1&modificationDate=1586999150000&cacheVersion=1&api=v2
https://login.xecurify.com/moas/login?redirectUrl=https://login.xecurify.com/moas/viewlicensekeys
https://console.cloud.google.com/apis/dashboard?project=usp-store
https://console.cloud.google.com/apis/dashboard?project=usp-store
http://keepersecurity.com/
https://console.cloud.google.com/apis/dashboard?project=universal-torch-312917
https://console.cloud.google.com/apis/dashboard?project=universal-torch-312917
http://keepersecurity.com/
mailto:ga-consumer@universal-torch-312917.iam.gserviceaccount.com
mailto:ga-consumer@universal-torch-312917.iam.gserviceaccount.com
https://uspconfluence.atlassian.net/wiki/download/attachments/42861295/universal-torch-312917-98c0b3137192.json?version=1&modificationDate=1620323593000&cacheVersion=1&api=v2
https://console.cloud.google.com/apis/dashboard?project=pqm-medrs
https://console.cloud.google.com/apis/dashboard?project=pqm-medrs
https://console.cloud.google.com/apis/dashboard?project=pqm-medrs
http://keepersecurity.com/
https://console.cloud.google.com/apis/dashboard?project=usp-mdh
https://console.cloud.google.com/apis/dashboard?project=usp-mdh
http://keepersecurity.com/
https://miro.com/

